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Planning for the Unexpected
Reducing Risk during difficult times
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Recession increases risk levels for all businesses and public organisations. Dave Austin, leading business continuity expert and owner of Oprel Ltd. and David Lawson, Global Business Continuity and Risk Management expert at Lloyd's Register Quality Assurance (LRQA), believe that the need to plan and implement a Business Continuity strategy has never been greater. In the following article, the authors will explain how Business Continuity activity works and what the benefits of an independently certified BS 25999 programme are.
A Business Continuity plan is much more than a contingency plan. All organisations understand the need for a fire drill, which is a contingency plan to protect staff, whereas a Business Continuity plan would also ensure that the business is able to continue to conduct key functions within an acceptable timescale, even if the building cannot be re-occupied. 

Many Business Continuity activities focus on planning for events that could affect operational performance. These events, both natural and

Man-made, can include extreme weather, fire, power failure, pandemic, IT shutdown, etc.  However, economic recession introduces higher levels of risk, not least because businesses are tempted to cut corners and take chances in an attempt to reduce short-term costs. More importantly, however, business failures have a serious effect on supply chains which can harm company performance and brand perception, so it is vitally important for all risks to be considered.
The management of Business Continuity is an holistic process that identifies potential threats to an organisation and the potential impacts to business operations. It provides a framework for improving an organisation's resilience with the capability for an effective response that safeguards the interests of its key stakeholders, reputation, brand and value-creating activities.
For businesses, Business Continuity has been defined as the strategic and tactical capability, pre-approved by management, of an organisation to plan for and respond to incidents and business interruptions in order to continue business operations at an acceptable pre-defined level.
In other words, it is about planning for trouble before it happens and ensuring that the impacts of that trouble are minimised.
Historically, similar work had been titled 'Contingency Planning' and this evolved to 'Disaster Recovery Planning' largely as a result of responses to large-scale events in the USA. However, in the early 1990s the phrase 'Business Continuity' became prevalent because of a need to include all events that had a significant effect on normal operations and not just those with catastrophic effect.
In 2006 the Business Continuity Management Code of Practice BS 25999-1 was published. This was followed in 2007 by the publication of BS 25999-2 a Specification for Business Continuity Management which specifies requirements for implementing, operating and improving a documented Business Continuity Management System (BCMS), describing only requirements that can be objectively and independently audited.
Whilst the term Business Continuity refers to 'business'; BCMS are also employed by Public organisations that need to plan for both disaster recovery and the maintenance of normal (often essential) services.

Why is Business Continuity so important?
For many people, their attitude to risk is tainted by the belief that 'it will never happen to me'. Unfortunately, however, the evidence does not support this.

A recent research report, comprising of interviews conducted by IBM, with over 1200 chief financial officers from 79 countries, found that in the past three years, 62% of enterprises with over $5 billion in revenue encountered a major risk event and that in the realisation of a major risk event (such as strategic, operational or geopolitical) 42% of these enterprises were not well prepared for the event. Similarly, in the UK over 40% of companies surveyed reported an IT failure leading to severe disruption within the last 12 months.
High profile events such as hurricanes, floods and terrorist attacks can have highly detrimental effects on the workings of affected organisations. However, the majority of unforeseen disruptions occur as a result of more prosaic events such as power cuts, gas leaks, telecommunications failures, IT system problems, and the loss of key staff due to illness or simply job departure.
Any of the problems outlined above can result in significant damage to the organisation unless mitigation measures are planned in advance.

How does a Business Continuity Management System work?

Firstly, it is necessary to understand the business critical processes for the organisation, particularly those that are time critical. For example, whilst the production of management accounts is a vitally important activity it is not usually time critical whereas the delivery of a product or service would be. So, it is necessary to develop a set of procedures which ensure that time critical events can take place within an acceptable timescale.
Figure 1. The BCMS Cycle:
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Let us suppose that a business is contracted to supply a supermarket with asparagus on a tight delivery schedule over a fixed period. There are a range of factors that could prevent them from being able to fulfil the contract; power failure, loss of workers, bad weather, haulier problems, plant disease etc so it might be necessary to establish procedures that would deal with such issues should they occur. For example, it might be necessary to acquire back-up generators, to seek contractors that can be available at short notice, and to arrange partnership agreements with other growers.
The issues that organisations need to address differ greatly. For example, the management of retirement homes would need to consider the consequences of power failure, which may include lack of heating for vulnerable people and failure of an emergency call system. Back-up power and emergency staff might need to be included in any mitigation measures.
Problems with IT can range from a minor irritation to a catastrophic loss of data, business and reputation. All of these represent both a waste of resources and a financial penalty. A broad range of measures exist to prevent or mitigate such problems, many of which can be implemented with the help of specialist advice.

What are the benefits of a Business Continuity Management System?

Business Continuity is an issue that is closely tied to brand quality and reputation; businesses that are able to demonstrate reliability achieve a marketing advantage over their competitors. For example, the asparagus supplier mentioned earlier would improve their chances of winning a contract if they are able to supply proof that they have procedures in place to guarantee supply (especially if the supermarket is running a television campaign with a celebrity chef promoting asparagus!). Alternatively, if the supplier does not have a BCMS based on a recognised framework, such as BS 25999, in place and fails to deliver because of an unforeseen event, they may subsequently lose the contract to a competitor.
Organisations with an effective BCMS recover from business interruptions more quickly and at a lower cost.

A good BCMS is also able to protect an organisation from breaking the law or failing to comply with Regulations. For example, failure to maintain vehicles or aircraft can be regarded as negligence and in the financial services sector failure to make payments on specific dates can have serious consequences.
The ability to demonstrate that you have taken account of every eventuality builds confidence in new clients. It also encourages the support of senior management and other departments through the demonstration of good practise and it demonstrates to all staff that measures are in place to protect them.
A less tangible benefit of Business Continuity work is a more complete understanding of the business. Through the examination of critical processes, experience at LRQA and Oprel has shown that many inefficient, pointless or wasteful processes are often uncovered. 
The Value of Independent, Third-party Certification
Once an organisation has gone through the process of putting together a plan and implementing a BCMS, the last and arguably the most critical step is having their BCMS certified by an independent, third party assurance provider. Currently, certification by an internationally recognised assurance provider to BS 25999, one of the most widely accepted global standards, provides an organisation and all of their stakeholders with tangible proof that their BCMS stands up to close scrutiny. This provides an organisation with confidence, protects their brand value and can even deliver competitive advantage.

The purpose of a BCMS is to ensure that procedures are in place to deal with any eventuality that might seriously threaten the organisation. It follows therefore, that every possible risk should be identified, considered, prioritised and addressed appropriately. In order for this goal to be achieved it is necessary to be able to look at an organisation objectively, from the outside with an experienced eye. Certification ensures that this takes place and that procedures are in place to ensure that such risks are managed on a continuous basis.
Independent certification of Business Continuity provides confidence in the robustness of an organisation's systems, proves that the data gathering methodology is accurate and inspires trust in your stakeholders. In other words, it is not enough to say it, it's not even enough to do it; you now have to prove it!

Companies are looking to differentiate themselves from their competition and have identified compliance with international standards, such as BS25999, as a means by which to achieve competitive advantage in the marketplace.

The achievement of BS 25999 certification reduces risk in revenue flows and places an organisation in a better position to require certification from its suppliers and thereby to benefit from the added supply chain security that this would deliver.

Summary

As a result of the current economic climate, markets are more volatile, customers may be lost and the supply chain is more vulnerable; as a consequence risk levels are higher. This means that the consequences of unforeseen events can be even more serious and as a result, both LRQA and Oprel have seen higher levels of enthusiasm for initiatives that reduce risk and build trust through the creation of effective, certified business continuity management systems.
